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Getting Started 
 

You will receive a notification message in your 
traditional email (which you provided during 
account set up) that your secure mail account          
is ready for activation.  The email includes a link.  
Click on the link to activate your account. 

 

 

 

Activate Your Account 

The link in the email message takes you to the Account Activation screen.   
 

1. In Create a Password, enter  
the password you want to use, 
following the password 
requirements, then re-enter the 
password to verify it.  
 

 

2. Click Next.  

 

 

3.  If you receive an error message, make sure you are following the Password Requirements, then 
complete steps 1 and 2 again. 
 
4.  You are now logged in to the system.  The next screen you see will be the Member Center, where you 
will access and manage your secure mail functions (Compose, Track Sent, Inbox, Drafts, Folders, your My 
Account options, and Logout).  There is detailed information about using these functions later in the User 
Guide. 

  
 
 
 

 
Make a note of your Direct address.   
You will need your Direct messaging 
address and password each time you login. 

 
 
 

 

John Doe <jdoe@direct.ethin.org> 
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Logging into Your etHIN Direct SX Account  
 

1.  Connect to the Internet. 

2.  In the Internet Explorer address bar, enter www.ethin.org.   

3.  Click on the DirectSX Secure Mail button at the top of the home page.  
 

 

 

 

4. Enter your Direct secure messaging 
address and password in the login 
window.  

 

 

 

5. Click Enter to login. 

 
 

 

Member Center 

After logging in to your Direct SX secure mail account, you will see the Member Center.  The Member Center 

is the central location for your secure messaging account.  From here, you can get to all of the functionality of 

your account.  

 

 

 
 

 

 

 

 

 

 
 

 

John Doe <jdoe@direct.ethin.org> 

http://www.ethin.org/
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The Member Center has two sections that provide links to different aspects of your account, plus an     

Account Details summary view. 

 

Messages & Files 

This section provides access to message-related functionality.  The options are: 

 

Link Description 

Compose 
Opens the Compose window where you can create 
a new secure message. 

Track Sent 

Opens the Track Sent folder where you can see 
messages and files that you sent.  To review an 
email's tracking information (when a message was 
received and when it was opened by the 
recipient), click on the message subject.   Detailed 
information about Track Sent begins on page 13. 

Inbox 
Opens the Inbox for secure messages you have 
received. 

Drafts 
Opens the Drafts folder for messages you have 
started but did not yet send. 

Folders 
Opens the folder management window where you 
can create and manage subfolders which you can 
use to manage your messages. 

 

My Account 

This section provides access to account settings and an address book.  The options are: 

Link Description 

Address Book 

Provides access to your address book where you 
can enter Direct addresses for easy use in the 
etHIN Direct SX Portal.  Instructions for using the 
Address Book begin on page 18. 

User Information Provides access to account and password settings. 

Preferences 
Provides access to settings related to how you 
send and receive secure messages. 
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Account Details 

The Account Details area is a summary view that provides a snapshot of information about your account.  You 

can see the number of messages sent and received, information about the amount of disk space available on 

your account, and your login statistics. 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

Menu Bar 

The menu bar also provides quick access to common functions from anywhere in the Direct portal.  The menu 

bar does not change as you move through the different screens in etHIN Direct SX.  

 

 

 

 

John Doe <jdoe@direct.ethin.org> 
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The following options are available on the menu bar: 

 

Menu Description 

Compose Opens the New Message window where you can create a new secure 

message.  IMPORTANT:  Direct secure messages may only be sent to other 

Direct users.  Direct messages cannot be sent to traditional or 'regular' 

email addresses. 

Member Center Takes you to the Member Center. 

Inbox Opens the Inbox for secure messages and files you have received 

Track Sent Opens the Track Sent folder, where you can see messages that you sent.  

Click on the message subject to review an email's tracking information (the 

date and time your recipient(s) opened the email).  Detailed information 

about Track Sent begins on page 13. 

Logout Ends your etHIN Direct SX session.  

 

 

Changing Your User Information 
 

You are able to edit your account information.  To edit your information: 

1. Go to the Member Center.  

2. Under the My Account section, click User Information.  

 

This opens the User Information screen, shown below. 

 

 
 

 

 

 
Be sure to click Save when your 
revisions are complete.  

   

 

John Doe <jdoe@direct.ethin.org> 
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Understanding the User Information Fields 
  
The following table explains the User Information fields.   
 

Option Description 

Login ID 

You can create username for identification in the Direct Portal.  This could 
be a shorter version of your user name, a nickname, or whatever you 
choose.  The benefit of creating a Login ID is that it can be used in place of 
your Direct Messaging Address when logging in.  

First & Last Name 
You can enter your name. It will be used in notification messages sent to 
you. 

Direct Messaging 
Address 

Your Direct secure messaging address shows in this field.  (IMPORTANT:  
You cannot change your Direct messaging address.) 

Notification Email 
Address 

You can change the email that your notification messages are sent to by 
entering a different email  address in this field. 

Password 
Management 

Clicking the Change Password link will open a page where you can 
change your password.  IMPORTANT: You will need to enter your 
existing password before you are allowed to make a change.  See page 
19 for detailed information about changing your password. 

 

Sending a Direct Secure Message 
 

To send a secure message: 

1. Open your web browser to the etHIN Direct SX web portal (www.direct.ethin.org), and then login to 
your secure mail account. 

2.  From the Member Center, click Compose on the top menu bar or under Messages & Files.    

IMPORTANT:  Direct secure messages may only be sent to other Direct users.  Direct messages cannot 
be sent to traditional or 'regular' email addresses.  

http://www.direct.ethin.org/
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This displays the Compose window. 

 

 
 

 

Step by Step 

1.  Enter the Direct secure message address of the recipient(s) in the To: field and add a Subject, as you 

would with any email.  

• If your recipient's address is in your Address Book, click Address Book.  (Instructions for creating 
your Address Book begin on page 15.) 

 

 

 

 
 

• Click the appropriate box beside the name of your recipient.  Click To for your main recipients, CC 
for those receiving a copy of the message, or BCC for those who will receive a blind copy of the 
message.   

John Doe <jdoe@direct.ethin.org> 
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• Click Set in Message to add the addresses to the message you are composing.  

If you are entering the Direct Address of your recipient manually (not using the Address Book feature): 
 

• Type the Direct mail address of your recipient(s) in the appropriate field (To, CC, or BCC – 
definitions above). 

• When sending to multiple recipients, separate each email address with a comma (  ,  ).  

• Click the Show CC link to add a line to manually enter CC addresses (circled in red below). 

• Click the Show BCC link to add a line to manually enter BCC addresses (circled in red below). 

• If you do not have a provider's Direct address, you may check the HPD section of the Address 
Book, contact their office to obtain the information, or go to www.healthesharetn.com to check 
the Provider Directory.  For ease of use, you should add provider addresses that you collect to 
your Direct Address Book.   

 

Remember, Direct secure messages may only be sent to other Direct mail addresses. 

 

 

    

 

 

 
 

IMPORTANT:  Your message must have a Subject. 

 

2.  The Attachments field (shown below) allows you to add attachments to your message.  

The Browse button will allow you to search for files to attach from your local computer. 

  

 

http://www.healthesharetn.com/
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The Remove button will remove a file that you have attached to the message.  (It will not delete the 
file from your computer, only its upload to the secure message that you are creating). 

The Add button will add a new line for attaching additional files.  Only one file may be attached on 
each line. 
 

 

 

 

 

 

 

 

3. Create your message in the Message window. 

 

 

 

 

4.  If you wish, you may add a pre-set signature to your message by clicking Add Signature at the bottom 
right of the screen. 

NOTE: Instructions for creating your message signature begin on page 18.  
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5.  Click the Send Secure button to send your message. 

 

 

Your recipients will receive an automated notification in their traditional email alerting them that you sent 

them a secure message.  In the notification message, they will click on a link that takes them directly to the 

secure message system log in screen. 

 

 

Receiving a Direct Secure Message 
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You will receive a notification message in your traditional email when you receive a new Direct message (shown 
above).  Click the link in the notification email, then login to the Portal.   

 

You will be taken to the Member Center, where you will click Inbox.  A sample of the Inbox screen is shown 
below.  

 

 

 

Click the Subject of the message you want to open.  

IMPORTANT:  Direct secure messages are automatically deleted after 30 days for security purposes.  It 
is important to save all secure messages and attachments that you want to retain in a secure location outside 
of the Direct secure mail environment.  An example would be saving the documents to your secure network 
server or, if you use electronic medical records, inside the patient's chart.  Talk to your information 
technology department to ensure you are following company policy with regard to secure storage of patient 
health information. 

 

Downloading Messages and Attachments  
 

Click Download Message to open a PDF document that contains the message content.  You can save the 
document to the location of your choice.  Note that this function will not download any message 
attachments.  Attachments must be downloaded separately as explained below.  

 

 

 

 

 

 

 
 

 

rsmith@direct.ethin.org 

jdoe@direct.ethin.org 

1 
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jdoe@direct.ethin.org 

 

Click on the Attachment name to open and download an attachment.  Attachments should be saved outside 
the secure mail environment as explained above if you wish to retain them longer than 30 days.  Remember 
that secure messages, including their attachments, are automatically deleted after 30 days.  

 

Reply/Forward 
 

You have the ability to forward, reply or download a secure message.  The options are displayed above the 
message body.  Click the option you want to use.  

 

 

 

 

 

 

 

 

 

If you Forward or Reply to a secure message, a new window appears where you can add additional 
information before sending, which is the same way your traditional email functions.  When you are ready to 
send your reply or forward, click the Send Secure button located directly above the recipient's Direct address 
in the message window.  

 

The same addressing rules apply to Forwarding and Replying to secure messages.  You may only Forward or 
Reply to a Direct secure mail address. 

 

Tracking Sent Messages 

In addition to viewing your sent messages, Track Sent also shows you when your message was opened.  

To view the tracking information for a message: 

1. Click Track Sent on the menu bar or Track Sent Messages in the Member Center to open the Track 
Sent window.  

John Doe <jdoe@direct.ethin.org> 

rsmith@direct.ethin.org 

jdoe@direct.ethin.org 
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2. Click the Subject of the message you wish to examine, and the message will open (shown below). 

 

 

 

 

 

 

 

 

3. The message tracking details are shown below the Subject line. 

 

 

  

4. Click on Expand All Tracking Details at the top of the message to expand the encryption details for 
the message and attachment. 
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5.  Clicking any of the Collapse links will hide the tracking information.  

 

Access from a Mobile Device 
You may also access your etHIN Direct SX account through the browser on your mobile devices that have 
browser capability.  Simply enter www.direct.ethin.org in the browser, and then log on as usual. 

  
 

Address Book 
Creating entries in the Address Book allows you a quick and easy way to manage your Direct contacts. 

 

Managing Your Contacts  

  

 1.  To ADD a contact to your Address Book, go to My Account in the Member Center, and click 
 Address Book.  

 

http://www.direct.ethin.org/
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2.  On the Address Book screen, enter the Nickname, Direct Address, and Name of the person you are 
adding to your address book.  To complete the entry, you must click on the green plus sign that is 
located to the right of the information you just entered. 

 
 

 

 

 

 
 
 
 
 
3.  There will now be a green dot beside the nickname of the person you added, indicating that this is 
a new contact.  At this point, you may either continue adding contacts to your address book using the 
method described above, or if you are finished, click Save to save the addresses you added.  
IMPORTANT:  You must click Save in order for your new entries to become a permanent part of your 
address book.  If the green dot is still showing beside the contact, you have not saved your work. 

 

 

 

 

 

 

 
 

 

 

 

 

 

4. To Delete a contact from your Address Book, click the red X to the right of the entry.  
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5. You will see a red dot to the left of the contact’s nickname, indicating that the contact is marked 
for deletion. Click Save to complete the removal.      

 

 

 

 

 

 

 

Using the HPD (Healthcare Provider Directory) 

1. To search for a provider’s Direct addresses, click the Access HPD button.  
2. You will see the following screen.  Enter the provider’s Last Name and click Search. 

  

 

 

 

 

 

 

 

 

 

 
 

3. If there are providers with that last name in the HPD, the right side of the screen with populate 
with their information.  You now have the opportunity to either add them to your Address Book or 
to an email that you are composing. 
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4. To complete an action for the provider you choose, click on the box beside the name to select the 
provider, then click the button at the bottom left of the screen to select the action you want. 

  

Return Selected – Adds the Provider to your Address Book 
  Add to To – Adds the Provider to the To: address line of an email you are composing 
  Add to Cc – Adds the Provider to the Cc: address line of an email you are composing 
  Add to Bcc – Adds the Provider to the Bcc: address line of an email you are composing 

 
5. If you choose Return Selected, the provider will be placed in your Address book with a green dot 

beside the name, shown below.  Click Save to add the contact to your Address Book.  
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6.  If there is not a provider in the HPD with the last name you entered, you will see the message       
0 Providers Found (out of 0 results) at the bottom right of the Search screen. 

 
 
 
 

 

 

 

 

 

 

 

 

 

 

Create a Message Signature 
 

You can create a personalized signature for your Direct messages, which can then be added to any message 
you wish.  

 

1.  Go to Member Center, My Account, and then click Preferences.    
 

2.  On the Account Preferences screen, enter the information you want to use as your message 
 signature in the Signature field, then click Save. 
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Reset Your Password   
 

There are two ways to reset your password.  If you forget your password, click the HERE link on the login page.  
Enter your Direct messaging address when requested.  You will then receive a notification message in your 
traditional email account that provides a link directing you to the Change Account Password page. 
 

 

 

  

 

 

 

 

 

 

 
 

 

 

 

 

When the Change Account Password window opens, complete the requested information, being sure to 
follow the Password Requirements, then click Access Your Account. 
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The second way to change your password is in the Member Center.  (NOTE:  You must know your current 
password to use this method.)  In the Member Center under My Account, click on User Information.  On the 
next screen, click the Change Password link.    

 

 

 

 

 

 

 

 

 

 
On the Change Password screen, enter the requested information, being sure to follow the Minimum 
Requirements shown on the screen.  Click Save.  

 

 

 

 

 

 

 

 

Too Many Log in Attempts 
 

Your account will be temporarily locked if you attempt to log in three times and fail each time.  After the third 
incorrect attempt, there is an automatic 10-minute lock out for security purposes.  After 10 minutes, you 
should be able to log in as usual.   

If you cannot remember your password, you can reset it prior to your account being disabled.  Just follow the 
instructions in the first example in the Reset Your Password section before you attempt the third login.  
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Password Expiration 
 

Your DirectSX password is set to expire after 45 days.  When it expires, you will be prompted to change your 
password when you next log into the Direct portal.  Follow the instructions that are provided on the screens 
presented to you. 

 

Additional Questions? 
If you have questions that are not addressed in this User Guide, please contact etHIN using the information 
shown below.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Contact etHIN's Help Desk for additional assistance. 

Monday-Friday    8:00 a.m. – 5:00 p.m. Eastern 

865-691-8433, ext. 1 

After hours and weekends, email HelpDesk@ethin.org 

www.ethin.org 

mailto:HelpDesk@ethin.org

