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Getting Started

You will receive a notification message in your
traditional email (which you provided during
account set up) that your secure mail account

Your system administrator has created a secure e-mail account for you at:

https://ssl.dmhisp.com/r.aspx ?b=8&e=swoods¥%40direct%2Eethin%2Earg

ﬂccess your account, simply follow these steps:

1. Click on the above link.

is ready for activation. The email includes a IIV

Click on the link to activate your account.

Activate Your Account

The link in the email message takes you to t

2. Create a password and verify it to protect your account.
3. Access your account to send and receive secure e-mail.

If you need help, please send an e-mail to support@dmhisp.com.

(c) 1996-2013 DataMotion, Inc., All Rights Reserved.

he Account Activation screen.

1. In Create a Password, enter
the password you want to use,
following the password
requirements, then re-enter the
password to verify it.

Score: _ - Numbers
Complexity: Too Short < Symbols
2. Click Next. \

Account Activation

W password to protect your account.
hd Create a Password
New Password:

Verify New Password: | |

Password Requirements
* Minimum & characters in length.
» Must contain 3 of the following items:
- Uppercase Letters
- Lowercase Letters

4

3. If you receive an error message, make sure you are following the Password Requirements, then

complete steps 1 and 2 again.

4. You are now logged in to the system. The next screen you see will be the Member Center, where you

will access and manage your secure mail f

unctions (Compose, Track Sent, Inbox, Drafts, Folders, your My

Account options, and Logout). There is detailed information about using these functions later in the User

Guide.

Make a note of your Direct address. — |
You will need your Direct messaging
address and password each time you login.

Compose

Member Center Inbox Track Sent Logout

Member Center

m@jdoe@direct.ethin.D

wvMessages & Files w¥My Account
Compose Address Book
Track Sent User Information

Inbox
Drafts
Folders

Preferences

© East Tennessee Health Information Network 2018
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Logging into Your etHIN Direct SX Account

1. Connect to the Internet.

2. Inthe Internet Explorer address bar, enter www.ethin.org.

3. Click on the DirectSX Secure Mail button at the top of the home page.

Contact Us FAQs m Virtual Health Record (WHR)  DirectSX Secure Mail  QREEEEE

4. Enter your Direct secure messaging
address and password in the login

window. Login _
Upon successful login, you can access your account to send and track your messages.

= Secure Member Login
Please enter your UserlD or Email Address and Password.

AserlD or Email| |

Password: Enter
D
5_ C||Ck Enter to Iogin_ / Not sure what your password is?

Click HERE to reset your password.

Security Status: Login is secured by an encrypted link (SSL) to our server.

s Powered by DataMotion

Member Center

After logging in to your Direct SX secure mail account, you will see the Member Center. The Member Center
is the central location for your secure messaging account. From here, you can get to all of the functionality of
your account.

Jtoward CONNECT
educe costs & im

Compose Member Center Inbox Track Sent Logout

Member Center

DirectUser ;,hn Doe <jdoe@direct.ethin.org>

wMessages & Files *My Account
Compose Address Book
Track Sent User Information
Inbox Preferences
Drafts
Folders

wAccount Details

Sent Messages Being Tracked: 0 Total Messages Sent: 0
Messages in your Inbox: 6 Total Messages Received: 6
Account Disk Space Limit: 250 Mb Disk Space Available: 250 Mb

Number of Visits: 2
Your Last Visit: 9/23/2013 3:49:00 PM (UTC-04:00)
Member Since: 9/20/2013

© East Tennessee Health Information Network 2018 3
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The Member Center has two sections that provide links to different aspects of your account, plus an
Account Details summary view.

Messages & Files
This section provides access to message-related functionality. The options are:

Link Description

Opens the Compose window where you can create

Compose
a new secure message.

Opens the Track Sent folder where you can see
messages and files that you sent. To review an
email's tracking information (when a message was

Track
rack Sent received and when it was opened by the
recipient), click on the message subject. Detailed
information about Track Sent begins on page 13.
Inbox Oper.15 the Inbox for secure messages you have
received.
Drafts Opens the Drafts folder for messages you have

started but did not yet send.

Opens the folder management window where you
Folders can create and manage subfolders which you can
use to manage your messages.

My Account
This section provides access to account settings and an address book. The options are:

Link Description

Provides access to your address book where you
can enter Direct addresses for easy use in the
etHIN Direct SX Portal. Instructions for using the
Address Book begin on page 18.

Address Book

User Information Provides access to account and password settings.

Provides access to settings related to how you

Preferences .
send and receive secure messages.

© East Tennessee Health Information Network 2018
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Account Details

The Account Details area is a summary view that provides a snapshot of information about your account. You
can see the number of messages sent and received, information about the amount of disk space available on
your account, and your login statistics.

Compose Member Center Inbox Track Sent Logout

Member Center

Direct Users: John Doe <jdoe@direct.ethin.org>

wMessages & ruex *My Account

Compose Address Book
Track Sent User Information
Inbox Preferences
Drafis

Folders

‘Account Details

Sent Messages Being Tracked: 0
Messages in your Inbox: 6

Account Disk Space Limit: 250 Mb

Total Messages Sent: 0
Total Messages Received: 6

N

Disk Space Available: 250 Mb

Number of Visits: 2
Your Last Visit: 9/23/2013 3:49:00 PM (UTC-04:00)
Member Since: 9/20/2013

/

_

/

-y

\

Menu Bar

The menu bar also provides quick access to common functions from anywhere in the Direct portal. The menu
bar does not change as you move through the different screens in etHIN Direct SX.

e ;
nation Network

N ICrRINT 4lmwnrd CONNECTED HEALTHCARE
/e. reduce costs & improve patient ¢

utcomes

‘Compose Member Center

Inbox Track Sent Logout

© East Tennessee Health Information Network 2018 5
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The following options are available on the menu bar:

Menu Description

Compose Opens the New Message window where you can create a new secure
message. IMPORTANT: Direct secure messages may only be sent to other
Direct users. Direct messages cannot be sent to traditional or 'regular
email addresses.

Member Center | Takes you to the Member Center.

Inbox Opens the Inbox for secure messages and files you have received

Track Sent Opens the Track Sent folder, where you can see messages that you sent.
Click on the message subject to review an email's tracking information (the
date and time your recipient(s) opened the email). Detailed information
about Track Sent begins on page 13.

Logout Ends your etHIN Direct SX session.

Changing Your User Information

You are able to edit your account information. To edit your information: My Account
A k
1. Go to the Member Center. User Information

Freferences

2. Under the My Account section, click User Information. /

This opens the User Information screen, shown below.

Compose Member Center Inbox Track Sent Logout

User Information

Login 10:
First Name:

Last Mame:
DirECt MESSEQi”Q Ad drE 55! John Doe <jdoe@direct.ethin.org> |
Motification Email Address: |

Be sure to click Save when your

revisions are complete. Password Management. Change Password

‘ Save Close

© East Tennessee Health Information Network 2018 — ——
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Understanding the User Information Fields

The following table explains the User Information fields.

Option Description

You can create username for identification in the Direct Portal. This could
be a shorter version of your user name, a nickname, or whatever you
choose. The benefit of creating a Login ID is that it can be used in place of
your Direct Messaging Address when logging in.

Login ID

. You can enter your name. It will be used in notification messages sent to
First & Last Name

you.
Direct Messaging Your Direct secure messaging address shows in this field. (IMPORTANT:
Address You cannot change your Direct messaging address.)
Notification Email You can change the email that your notification messages are sent to by
Address entering a different email address in this field.

Clicking the Change Password link will open a page where you can
Password change your password. IMPORTANT: You will need to enter your
Management existing password before you are allowed to make a change. See page
19 for detailed information about changing your password.

Sending a Direct Secure Message

To send a secure message:

1. Open your web browser to the etHIN Direct SX web portal (www.direct.ethin.org), and then login to
your secure mail account.

2. From the Member Center, click Compose on the top menu bar or under Messages & Files.

IMPORTANT: Direct secure messages may only be sent to other Direct users. Direct messages cannot
be sent to traditional or 'regular’ email addresses.

© East Tennessee Health Information Network 2018
All Rights Reserved
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T
Compose Member Center Inbox Track Sent Logout

Member Center

Direct Users:  John Doe <jdoe@direct.ethin.org>

NETwoRR
on Network
n ‘\mA ! i u'ﬁ‘f;/'n/‘vlmwnrri CONNECTED HEALTHCARE

Yhie ges & Files wMy Account
Q@ Address Book
Tack sent User Information
Inbox Preferences
Drafts
Folders

;/.w'/ reduce costs & improve patient outcomes

This displays the Compose window.

Compose

m‘ e save Draft [ Address Book Ed Cancel

To:

Show Cc

Cc:

Show Bce

Bee: ||

Suhjecl:J

Attachments: Browse...

Remove

éFont ~ | Size v | Py~ A'| B I U@

i
I
v
S

Message:

Step by Step

1. Enter the Direct secure message address of the recipient(s) in the To: field and add a Subject, as you

would with any email.

your Address Book begin on page 15.)

If your recipient's address is in your Address Book, click Address Book. (Instructions for creating

4

i Send Secure| =l Save Draft [ Address Book

E cancel

[
Compose
To:
Cc:

[ ]

Click the appropriate box beside the name of your recipient. Click To for your main recipients, CC

for those receiving a copy of the message, or BCC for those who will receive a blind copy of the

message.

© East Tennessee Health Information Network 2018
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Compose Member Center Inbox Track Sent Logout He

1 1 | [AllUsers  [v] +

To Cc Bcc Nickname Direct Address Name Group

| | | [Unfled  [v] +

O d Betty EDoe@cemeardirect.com Elizabeth Doe Im x
O 0O O JD JDSmith@direct.ethin.org John Smith [Unfiled  [¥] x
O | Joey JJohnson@direct.ica.com Joe Johnson m x
OO Matt MMichel@direct. ethin.org Matthew Michel [Unfiled  [¥] x
Save i Reset H Setin Message || Access HPD.. ‘
b A

/

e Click Set in Message to add the addresses to the message you are composing.

If you are entering the Direct Address of your recipient manually (not using the Address Book feature):

e Type the Direct mail address of your recipient(s) in the appropriate field (To, CC, or BCC —
definitions above).

e When sending to multiple recipients, separate each email address with a comma ( , ).
e Click the Show CC link to add a line to manually enter CC addresses (circled in red below).
e Click the Show BCC link to add a line to manually enter BCC addresses (circled in red below).

e If you do not have a provider's Direct address, you may check the HPD section of the Address
Book, contact their office to obtain the information, or go to www.healthesharetn.com to check
the Provider Directory. For ease of use, you should add provider addresses that you collect to
your Direct Address Book.

Remember, Direct secure messages may only be sent to other Direct mail addresses.

Compose

‘. Send Secure| =l Save Draft (i Address Book Ed Cancel

To: Show Cc

an

Ce: Show Bec

Bee:
A .
Subject: | ) |
h

IMPORTANT: Your message must have a Subject.

2. The Attachments field (shown below) allows you to add attachments to your message.

The Browse button will allow you to search for files to attach from your local computer.

© East Tennessee Health Information Network 2018
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The Remove button will remove a file that you have attached to the message. (It will not delete the
file from your computer, only its upload to the secure message that you are creating).

The Add button will add a new line for attaching additional files. Only one file may be attached on
each line.

To:

Cc:

Bee: |

Subject: ‘

<@ ( Remove >
(a0 D

3. Create your message in the Message window.

Compose -
“: send Secure| lal Save Draft (il Address Book Ed Cancel

To:

Cc:

Bee: |

Subject: |

Attachments: Browse... Remove

B
v"

/-:Rm—r”r' Size M
< Message:

4. If you wish, you may add a pre-set signature to your message by clicking Add Signature at the bottom
right of the screen.

NOTE: Instructions for creating your message signature begin on page 18.

10

© East Tennessee Health Information Network 2018
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Compose
i+ Send Secure |l Save Draft [l Address Book Ed Cancel
To: N ‘Show Cc
Subjecl:| |
Attachments: Browse...
Add
i Font ~| Size - -A-|B I U @|E =E = E i = £ v g o]
Message:

/\\

( # Add Signature

5. Click the Send Secure button to send your message.

Your recipients will receive an automated notification in their traditional email alerting them that you sent
them a secure message. In the notification message, they will click on a link that takes them directly to the
secure message system log in screen.

File Message Adobe FDF

E i B op
7% Ignore x =g = $ m'\*eetmg 7 MiscWo
¢ 7 Em- &4 Team E

r'_'; To Manager

ail w/ Done

~ Delet Repl Reply F d
& Junk Flete . ;le orwar B More - i~ Reply/& Delete 7 Create New
Delete Respond Cluick Steps
"1 AEC p—
H2D 0+ dTFHBEE - /
From: delivery @dmhisp.com
To: Sharon Woods
Co
Subject: RE: Referral - Doe, John

Luanne Tussey has created a Direct Message fof you at:

hitps://ssl.dmhisp.com/l.aspx?ch=ethin&l=en-us

To access your message, simply follow these steps:

1. Click on the above link.
2. Type swoods@direct.ethin.org for your Login ID, and then your password.
3. Access your Inbox to view your message.

Receiving a Direct Secure Message

© East Tennessee Health Information Network 2018
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You will receive a notification message in your traditional email when you receive a new Direct message (shown
above). Click the link in the notification email, then login to the Portal.

You will be taken to the Member Center, where you will click Inbox. A sample of the Inbox screen is shown
below.

Compose Member Center Inbox Track Sent Logout Help

Inbox Search in| Subject vl Go

[Putin Foder... /| Wiew Folder Page Size
[]ID Date From Subject Size
[] 78921 1/24/2014 ltussey@direct.ethin.org RE: Referral - Doe, John 875 b
[ 78912 1/24/2014 [tussey@direct ethin.org RE: Referral - Doe, John 857 b

| Put in Folder... V|

P owered by DataMotion

Copyright

Click the Subject of the message you want to open.

IMPORTANT: Direct secure messages are automatically deleted after 30 days for security purposes. It
is important to save all secure messages and attachments that you want to retain in a secure location outside
of the Direct secure mail environment. An example would be saving the documents to your secure network
server or, if you use electronic medical records, inside the patient's chart. Talk to your information

technology department to ensure you are following company policy with regard to secure storage of patient
health information.

Downloading Messages and Attachments

Click Download Message to open a PDF document that contains the message content. You can save the
document to the location of your choice. Note that this function will not download any message
attachments. Attachments must be downloaded separately as explained below.

Forward  Reply To Sender  Reply To All ( Download Message)

Tracking:#13980791 T ——m
Sent3/5/2012 11:56:03 AM (GMT-05:00)
Expires:4/5/2012 11:56:03 AM (GMT-04:00)
From: rsmith@direct.ethin.org
SubjectUpdated employee list
To. idoe@direct.ethin.ora
Attachments B] employeelist xis (524 kb)

View Message

This is the updated emp\oyee list. Please verify the list against your users.

Rich

© East Tennessee Health Information Network 2018 12
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Click on the Attachment name to open and download an attachment. Attachments should be saved outside
the secure mail environment as explained above if you wish to retain them longer than 30 days. Remember
that secure messages, including their attachments, are automatically deleted after 30 days.

Reply/Forward

You have the ability to forward, reply or download a secure message. The options are displayed above the

message body. Click the option you want to use.

View Message |
Forward Reply To Sender Reply To Al Download Message
Tracking:#13980791 e g

Sent3/5/2012 11:56:03 AM (GMT-05:00)
Expires:4/3/2012 11:56:03 AM (GMT-04:00)
From:  rsmith@direct.ethin.org
subjectUpdated emplovee list
To: jdoe@direct.ethin.org
Attachments ] employeelist XIs (524 kb)

Zach,

This is the updated employee list. Please verify the list against your users.
Rich

If you Forward or Reply to a secure message, a new window appears where you can add additional
information before sending, which is the same way your traditional email functions. When you are ready to
send your reply or forward, click the Send Secure button located directly above the recipient's Direct address

in the message window.

Compose Member Center Inbox Track Sent Logout

Reply To Sender

~ ~
& Send Sectﬁ) ml Save Draft (W] Address Book Ed Cancel
e

7\

To:| John Doe <jdoe@direct.ethin.org>

Subject:|RE 24/7

The same addressing rules apply to Forwarding and Replying to secure messages. You may only Forward or

Reply to a Direct secure mail address.

Tracking Sent Messages

In addition to viewing your sent messages, Track Sent also shows you when your message was opened.

To view the tracking information for a message:

1. Click Track Sent on the menu bar or Track Sent Messages in the Member Center to open the Track

Sent window.

© East Tennessee Health Information Network 2018
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Compose Member Center Inbox Track Sent Logout Help
Track Sent Search in | Subject v| Go

| Delete || Retract | View Folder Page Size
] D Date To Subject # To # Read Size
[] 78908 1/24/2014 Iltussey@direct.ethin.org Referral - Doe, John 1 1 28Kb
‘ Delete H Retract ‘ Putin Folder..

2. Click the Subject of the message you wish to examine, and the message will open (shown below).

Compose Member Center Inbox Track Sent Logout Help

View Message Collapse All Tracking Details
Edit As New NMessage Download Message

Sent:1/24/2014 10:43:01 AM (UTC-05:00)
Expires:2/24/2014 10:43:01 AM (UTC-05:00)
From:swoods@direct.ethin.org
Subject:Referral - Doe, John
Collapse Tracking Details
To:Eiltussey@direct ethin.org Opened 1/24/2014 10:44:02 AM (UTC-05:00).
Attachment #1-#] Doe J - Medical Record.doc - (28 Kb)

| am referring John Doe to you for further evaluation. Please review his attached medical record.

Thank you.

3. The message tracking details are shown below the Subject line.

Collapse Tracking Details
To: (53 ltussey@direct.ethin.org Opened 1/24/2014 10:44:02 AM (UTC-05:00).

4. Click on Expand All Tracking Details at the top of the message to expand the encryption details for
the message and attachment.

© East Tennessee Health Information Network 2018 14
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View Message (Collapse All Tracking Details

Sent:1/24/2014 10:43°01 AM (UTC-05:00)
Expires:2/24/2014 10:45:01 AM (UTC-05:00)
From:swoods@direqgt.ethin.org

Tracking Details
To: = Qdirect-ebrtrorg
Attachment #1-®)] Doe J - P@edical Record doc - (28 Kb)

| am referring John Doe to fou for further evaluation. Please review his attached medical record.

Opened 1/24/2014 10:44:02 AM (UTC-05:00).

Thank you.

Susan Smith
Family Medical Clinic
Anytown, USA

e ————

Collapse Integrity Details
id- DOBFCOBTT3EZ0CEEE2B1T550F18

hecksumType: 466DDT7CESDF3F44C11B4BCACT4R6TFER
Shad12 B64T78DETARCIAFFY3EECCEFYZEBLC40S RSA

v Security Envelope: Doe ) iiedica

Record.doc Valid:
ChecksumType:
Shasi2

Message is protected with strong encryption. 5

i i S5L
Securely view and download this message. B Encryption

81758BOBAFCES48F40R2737TADFFCZBEZ
38B3DD0SBTER47CO2585E0686C50461CS
L6DEOFSDI4BE96EADG9ARD3TIED323DD

v Server Encryptionf

v Secure Session;]

5. Clicking any of the Collapse links will hide the tracking information.

Access from a Mobile Device
You may also access your etHIN Direct SX account through the browser on your mobile devices that have
browser capability. Simply enter www.direct.ethin.org in the browser, and then log on as usual.

Address Book
Creating entries in the Address Book allows you a quick and easy way to manage your Direct contacts.

Managing Your Contacts

1. To ADD a contact to your Address Book, go to My Account in the Member Center, and click
Address Book.

© East Tennessee Health Information Network 2018 15

All Rights Reserved


http://www.direct.ethin.org/

etHIN Direct SX User Guide

2. On the Address Book screen, enter the Nickname, Direct Address, and Name of the person you are
adding to your address book. To complete the entry, you must click on the green plus sign that is
located to the right of the information you just entered. \

Compose Member Center Inbox Track Sent Logout

OO o | | | Filter [AnUsers  [V]\+

To Cc Bec Nickname Direct Address Name Group
> |JD [JDSmith@direct ethin.org John Smith [Unfiled @

Save Setin Message || Access HPD..

3. There will now be a green dot beside the nickname of the person you added, indicating that this is
a new contact. At this point, you may either continue adding contacts to your address book using the
method described above, or if you are finished, click Save to save the addresses you added.
IMPORTANT: You must click Save in order for your new entries to become a permanent part of your
address book. If the green dot is still showing beside the contact, you have not saved your work.

/

Compose Member Cente: Inbox Track Sent Logout

0 oo L/ | | Filter [AlUsers  [v] +

Toe Cc Bcc ﬂiclmame Direct Address Name Group
JI | [Unfiled +
O OO e JD JOSmithi@direct ethin_org Jahn Smith IUnﬁIed . ®

m Setin Message || Access HPD..

4. To Delete a contact from your Address Book, click the red X to the right of the entry.
N

Compose Member Center Inbox Track Sent Logout

O O O | | | Filter -
To Cc Bcee Nickname Direct Address Name

| | +
O OO e JD JDSmith@direct ethin.org John Smith x

© East Tenn Setin Message 16
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5. You will see a red dot to the left of the contact’s nickname, indicating that the contact is marked
for deletion. / Click Save to complete the removal.

Compose Member Center Inbox Track Sent Logout

0o 0o o | Filter [AIlUsers  [v] +

To Cc Bcc Nickname Direct Address Name Group
| | [Unfiled +
0 O O e JD JDSmith@direct.ethin.org John Smith IUnﬁIed .

anve‘r Reset | Set in Message Access HPD. .

e

Using the HPD (Healthcare Provider Directory)

1. To search for a provider’s Direct addresses, click the Access HPD button.
2. You will see the following screen. Enter the provider’s Last Name and click Search.

DirectMessaging HPD Search

Search Filters

Provider

|F|rst | |Lsst | K

Location

Strest

_ -

Within [0 | Miles of this Locstion

Specialties

{ w R stum Selected | AddtoTo || Add to Cc

3. If there are providers with that last name in the HPD, the right side of the screen with populate
with their information. You now have the opportunity to either add them to your Address Book or
to an email that you are composing.

© East Tennessee Health Information Network 2018 17
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DirectMessaging HPD Search

Search Filters [ Provider Address

Provider W Woods, Sharon East TN Heslih Information Netwark

Organization Name

testi@direct.ethinhie.org 2035 Lakeside Centre Way, Ste 120
Knoxville, TH

(865) 691--543

Location

Sireet

|Ci‘hf State Ef

within [0 Miles of tnis Loestion

Specialties

1 Providers Founy (out of 1 results)

\

Add to Bee

Return Selected | Addto To Add to Cc

- b L -

4. To complete an action for the provider you choose, click on the box beside the name to select the

provider, then click the button at the bottom left of the screen to select the action you want.

Return Selected — Adds the Provider to your Address Book

Add to To — Adds the Provider to the To: address line of an email you are composing
Add to Cc — Adds the Provider to the Cc: address line of an email you are composing
Add to Bcc — Adds the Provider to the Bcc: address line of an email you are composing

5. If you choose Return Selected, the provider will be placed in your Address book with a green dot
beside the name, shown below. Click Save to add the contact to your Address Book.

Compose Member Center Inbox Track Sent Logout

OO O | | | Flter | AllUsers  |v| +
To Cc Beco Nickname Direct Address Name Group
| | [Unfiled +
O O O JD JDSmith@direct.ethin.org John Smith x
O e ctHIN Test test@direct ethinhie.org Sharon Woods x
| Save |)Q&;el || Set in Message || Access HPD. .

© East Tennessee Health Information Network 2018
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6. If thereis not a provider in the HPD with the last name you entered, you will see the message
0 Providers Found (out of 0 results) at the bottom right of the Search screen.

DirectMessaging HPD Search

Search Filters [] Provider Address

|Citv State Ef

within [0__| Miles of this Location

Speciies N\

N\

0 Providers Found (out of 0 results)

Add to To

Add to Cc

Add to Bee

Return Selected
'

g s g s s

Create a Message Signature

You can create a personalized signature for your Direct messages, which can then be added to any message
you wish.

My Account
Address Book
1. Go to Member Center, My Account, and then click Preferences. User Information

T Preferences

2. On the Account Preferences screen, enter the information you want to use as your message
signature in the Signature field, then click Save.

\

Compose Mamber Center Inbox Track Sent Logout

Account Prefekences

Use Rich Text Box Editor: O Yes O No ® Use Default

Email format: OHTML O Text ® Use Default
John Doe

Signature: President ~
Doe Family Practice v
123 Noe Strest

Date Time Format: [M/diyyyy 12:00:00 AMIPM V|

Time Zone: |(UTC-05:DD) Eastern Time (US & Canada) W

T Save wlcse | | Defaults |
7
© East Tennessee Health In ion Network 2018
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Reset Your Password

There are two ways to reset your password. If you forget your password, click the HERE link on the login page.
Enter your Direct messaging address when requested. You will then receive a notification message in your
traditional email account that provides a link directing you to the Change Account Password page.

M,'I.‘-‘I“/él'} 227, towardi
¢ /e reduce

Login
Upon successful Iogin, yOu can access your account to send and track your messages.

= Secure Member Login
Please enter your UserlD or Email Address and Password.

UserlD or Email: |

Password: [ Enter

[C] Remember UserlD

ot sure what your password is?
lick HERE to reset your password

Security Status: Login is secured by an encrypted link (SSL) to our server.

g Powered by Databotion

When the Change Account Password window opens, complete the requested information, being sure to
follow the Password Requirements, then click Access Your Account.

Change Account Password \
v Change Password
New Password: | | Password Requirements

Minimum & characters in length.
Must contain 3 of the following items:
- Uppercase Letters

- Lowercase Letters
Score: B | - Numbers

Complexity Too Short - Symbols

L Voo

Verify New Password: | |

© East Tennessee Health Information Network 2018 20
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The second way to change your password is in the Member Center. (NOTE: You must know your current
password to use this method.) In the Member Center under My Account, click on User Information. On the
next screen, click the Change Password link.

Compose Member Center Inbox Track Sent Logout

User Information

Login ID:
First Name:

Last Name:
Email Address: |

ft Change Password

Password Manageme

| Save ‘ ‘ Close |

On the Change Password screen, enter the requested information, being sure to follow the Minimum

Requirements shown on the screen. Click Save. /
Compose Member Center Inbox Track Sent Logout
Change Password Minimum Requirements
Current Password: | | * Minimum 6 characters in length.
New Password: | | + Must contain 3 of the following items:

_ - Uppercase Letters
Verify New Password: | | _ Lowercase Letters

Score: B - Numbers

Complexity: Too Short - Symbols

@Elose

Too Many Log in Attempts

Your account will be temporarily locked if you attempt to log in three times and fail each time. After the third
incorrect attempt, there is an automatic 10-minute lock out for security purposes. After 10 minutes, you
should be able to log in as usual.

If you cannot remember your password, you can reset it prior to your account being disabled. Just follow the
instructions in the first example in the Reset Your Password section before you attempt the third login.

© East Tennessee Health Information Network 2018 21
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Password Expiration

Your DirectSX password is set to expire after 45 days. When it expires, you will be prompted to change your
password when you next log into the Direct portal. Follow the instructions that are provided on the screens
presented to you.

Additional Questions?
If you have questions that are not addressed in this User Guide, please contact etHIN using the information
shown below.

Contact etHIN's Help Desk for additional assistance.
Monday-Friday 8:00 a.m. —5:00 p.m. Eastern
865-691-8433, ext. 1

After hours and weekends, email HelpDesk@ethin.org

www.ethin.org
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